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Protecting personal data via block chain
technology
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Research Summary

This study addresses the issue of protecting personal data via
blockchain technology, through research into the European
Personal Data Protection Regulation (GDPR), as it is the most
difficult and famous regulation in the world in the field of
personal data protection, while being guided by judicial rulings
issued by the European Court of Justice and the French Court of
Cassation. As well as being guided by the opinions of the
European working groups concerned with the issue of personal
data protection in blockchain, and the opinions of the French
National Committee for Information Technology and Liberties
(CNIL).

This study touched on blockchain technology in a simplified
manner. This is so that a non-specialist can understand the
peculiarities of this technology. Personal data and their images
were studied in general, followed by a study of personal data in
the blockchain and the rights of the data subject over this data,
which are the right to access, the right to correction, the right to
erasure, the right. In data portability, the right to object and the
right to restrict processing.

This study concluded that blockchain technology appears to be
incompatible with personal data protection laws, as the General
Data Protection Regulation introduces rights over personal data,
which are inherently inconsistent with an immutable blockchain
system.

The study presented proposed solutions in an attempt to reconcile
blockchain with the requirements of the General Data Regulation
regarding protecting the user’s rights over his personal data.
Keywords: Blockchain, personal data, General Data Protection
Regulation (GDPR), blockchain user rights.
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Groupe 29, Avis 4/2007 op cit, p. 7

2 Julien Rossi. Op.cit.p.10

% . Cécile de Terwangne et al., op cit.p.15
*_ Cécile de Terwangne et al., op cit.p.15- Sarah Sadik op cit.p.21.
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% _ TPIUE, 7 juillet 2011, affaire n° T-161/04, Gregorio Valero Jordana c.
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1 _ Groupe 29, Avis 4/2007 op cit , p. 7

2. lbid - CJUE, 20 décembre 2017, affaire n° C-434/16, Novak, pt 34.- B3
p.16

3 - Cécile de Terwangne et al, op cit.p.16 - Sarah Sadik op cit.p.21.

* _ Groupe 29, Avis 4/2007 op cit , p. 7
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1 _ Groupe 29, Avis 4/2007 op cit, p. 10.

2 _Cécile de Terwangne et al., op cit.p.16 - Degrave, E.(2018). Copies
d'examen et protection des données a caractere personnel, observations sous
C.J.U.E. (2e ch.), 20 décembre 2017. Journal des Tribunaux, (6734), 480-
484.

%. Sarah Sadik op cit.p.21

*.Cécile de Terwangne et al. op cit.p.16 - Commission de la protection de la
Vie privée (CPVP), avis 26/2006 du 12 juillet 2006 concernant 1’utilisation
d’images satellites afin de dépister et de constater des infractions aux
normes urbanistiques

> - Cécile de Terwangne et al., op cit.p.16 - Sarah Sadik op cit.p.21- Comité
sectoriel pour I’Autorité fédérale, délibération AF n° 02/2012 du 9 février
2012 concernant la demande du SPF Intérieur, Direction générale Sécurité
civile, d’accéder a certaines données cadastrales (Documentation
patrimoniale — SPF Finances) dans le cadre de la réforme des services de
secours.
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R.D.T.l., 2004, n° 18, pp. 105 et s. ; Mons (1re ch.), 2 mai 2005, J.L.M.B.,
2005, p. 1057
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d’identification, RTD civ. 2017, p. 94




et I N BB e a2 UL Bl — 1

sVsp Liga aaty ¢ Cuenbll (allEU Cipes clile sl galasial Koy

D oalaa)

il Gle 1P cpglie civiat a4 (Y9) sald) ae desane psiel LS
waat oSa B Gl @lily Lbe 1P gslie o @B dus ¢ dpads cilily
Grtes ciily) lad esiel oK 4l dae iy B oo LS Laus
Jomiad (il Cuyill ceddiiee paad (dlgien Jilug aladial sl Gl

cEMb&ﬁ}bc&utﬂ\w‘fﬁMd&UM?@jj‘lPU:’}L‘Q(‘éJ

) el aad Sl P lgie

Jonedil) caley Galading Gl Cui) dedd (S393e (o Al o Al Gaay
Glld) e cdld ol gen el liay eV sda 3 HTTP aals e

S dgeaial) inally dpaddl)

e gyl eadid P glgie of el (@¥glae s (CNIL) of LS
saddll Je il ye JSE8 Gl Sed) e dass 4V duadd il

Ceagy) b sl 4l Al eyl

. RGPD, consid. 30.
2 _ Groupe 29, Avis 4/2007 op cit, p. 18

[(vy.a )

\ )



Sl = Y Y8 gy 1] = ey Bladl sidadl — il 52 55 Ao

e LRl (ks Lead i [P cpglie el oY) ol gy 4Bl omms o LS
Tasall b 4y Qs ¢ dnse (o Jadid) LSty ) GAY) BaLaY] lasledl)
bl LS ahy GV say cdpadall UL Ales Uil Wl )
G Al e pe)ll o ail LS clgaladnnd seludy Loy (Sar Y Gy cdaanl
oyl Jie) Ol Gals Slea W IP Gaslie duass (S Y YAl (e 220

Mol dlge Aok aa g Y ail ) o(slad)
Clily agas pre Als b diads @lly 008 ) P cpglie o) e 1y
(Jrdiall daliall Plugly candal) paddll e capll Ko of 4 ¢ dgdl)
O] Aaclsy Gads ¢ AT dlaulsy asagll 2w (VA plane b 4 Ll

Jleas I Gaa Bl anhll Gaddll Ligs nass 00K cAllal) oda g ¢

! - Délib. 2006-294 du 21 déc. 2006
2 . Pavol Sokol et Autres,op. cit p.6




i3 D PN B e Amietd] UL Ale 1 )

A bl

O bl ariial duaddl) clibyl
clale 0 o oSa Wy (SN el deaiiad (3 JsSsigll e 13l
o Daimall (o5 clginllany lgnan o ) bl deph Gt ¢ Lals
Jlads bl e sda JSI Jodls (ggiai
S Dadd i sl o lgallee ao ) clibd) calS 1Y L Al
AV ¢ bl lps e Lo dlggae @l e e e ¢ plati slanls
Sdase e (RGPD) clilyl) leat dalall 22U Gkt 20,
Agilecalpal By (alias s ol e giadles 25 A dpeadsl) bl o)
duadd dapl Ay = Gl e ey (Ao add gl 8 cBlalaall (ggian
o el alall Glgiall i dal e cdpbuagl alibydl - cleaBY) e

ek 8 Al Aslaall Ggiaay ddlaial) clibud) (Al Labi ey cilaladl)

ULl gany Blal dalal) JiU Judls o685 Lo |88 ¢ (alal) (i gl 3laty Lod -

i sl eomalilly Alaie ity @l ) Leg dpaall bl 5 i eaal) cilildl) duasdll
() Gally

Florence Chafiol, La blockchain a I'neure de l'entrée en application du

reglement géneral sur la protection des données, Dalloz IP/IT 2017 p.637

2~ Ibid.

3. RGPD, art. 4 et consid. 26.




Sl = Y Y8 gy 1] = ey Bladl sidadl — il 52 55 Ao

sy cdandl b Lot bl A Hels) dime sl cBRde (5SS ale
Dl adlsd (e gy ol ¢ (O Qo) gl Auslal) Ll LaliaY)
o) S gjasal) opsSinll dlee aracad o dalall S Allid gV 3kl b
sl anas Lol Ll Al Hloed) slead) JKET e IS8 s ¢
SAasgl e CaASH ae” sl 5i9alSL

o Ll s DA e dgell e iU axe Ll cpds Sl
Ohany (alibe daladll (8 GSLaall e IS Taiting cdinylal) o3gl Gy ¢ Jilaal
Glasles) Ciging o)) (e 05 Jlsdie ple Glyie aa G5 ale ke 17y
(Rald Closlad) el Al pa 3850 (ald kg ¢ (dule
Szl G 0s0 ¢ aatiadl Aaiae dauls alal) Glgial) elis) S
Aga e hiS)

298 298 Yy ¢Sl COlany LalaiadU dadlaal) (e dae L&) Cpeadiiall oKa
Abinal) w2l ke (g ang Yy Lelial pgiSay Al Lilad) 2 e

On dcadal) AL gy (il ) dbisa (e dnaeall cDlaall B 2y LS

Virageadl) e dayy sl Galadl)s Liladl)

! - Thibault Douville op cit n° 14.




et L B e Rase )l UL le> 1 )

Lol oKad) e eb dlebaall o dndisiy ardioedl disa e CadSI anad ks

AQA dhuly Wona o @ a4 Cua Qdle JS8 oY) G
Aalal) (pgliall) Alebeall iy Ja Jaad) 3 ganll 45l Alalaadl (g yai
(Aelaall Ciyras caadyll Jgealy

&l dsadl oSa ) ST Aalad) Ggliall Casias S Y e B
pe ) Glad ool Laa chanme 0S5 ol WY ¢ duads clily Wl e dad)
Jodn i Al 23l e i) el Aelall ZaDU) 3t 43

SalS 2lia] Caad Jadlaally ¢ padiiceall (pu jlaiesall and) e Glé (el e
cilatas ) Adadas ey edablaal) z5lag Jaly clalaall dudlas of clld ¢ gl
iy ely sale] (Kaall o sy ¢ ple IS0 Lgni Kary auenll A
Badaiall chlaladnay) P Lo Yy ccDlalaall 7o)l e P 0 (i)
Lgp oo il g Alla) oda 8y ¢ Adbide cDlelee il plall lgiad) il

S oasdl)

1 . Uk Government Office for Science, Distributed Ledger Technology :
beyond Block chain, 2016, p. 50.

2 - Florence Chafiol. op cit p.4.

% _Uk Government Office for Science, Distributed Ledger Technology op
cit p. 50

* - Florence Chafiol. op cit p.4

\RRRE

—
| —



Sl = Y Y8 gy 1] = ey Bladl sidadl — il 52 55 Ao

EDlbaall Auilas uils ) eblaiedd) sland) (e Cluaall JSEN 13a IS S8
oSe oo duagadll Laan Al G Jre sl IS dlde e
Alabiall GHIA L Adpe G585 Ay i) e Laldl clesiadl

W) s sl
el Cglly Agiaall Ladlad) Glld 8 Lo — clegiadl did By cusSiadl 8
pand @Y Sa lly ¢ Aelell 4y S Alde 8~ Allaall oy cdleleall
AL Glane aas (JE dis (a8 L lglos clalisin) (adlitaly ¢ lgandlas
Ol g ) opee padied ehall padall Gilall syl e

.\A\).é)f\ O Buaal)
COlaadl 238 chdn OsSlaall ashy aclad (N e CpsSall ageads
Ignge lgabina = adled daulsy Gaadll Ay ¢ Claiall e Bydln Lzl i)
Gliaie ey Jagiad 8 vl 13a 8L 8 dplea Sty — oA b
L1 ilal) D aall Julie — "dig pSI ddlpall Cal€a — docal 58 D aall Jals

cpdiall Al ) bl

! _ Uk Government Office for Science, Distributed Ledger Tech n° logy op.
cit p.51




i3 D ) B e detd) UL Lla — ) )

Lsgd) laca b claid) sda aliee lads A "Saad clojled i
A o) tie ad ) bl Juagi agidlas DA (e LgDlaa! Liaaal)
o) e Y ) Olgie < Dhaall i g el AalS o il by «JgY)
S ggl) Bl ¢ olay) dalay ¢ Adadagl) cCilgl

Dole Yoo b DB clela (e Auadl AlimY) A A el sl
s Ay )i ddies Zug Lemon Way 4$,5 ddlacy aly Y)Y
sl s ehd Glblee 1335 () leall 3083 a2al (agadll dny o
.ngtd\ Gl (e 0/0TY salall il Ly

5)5S0al) iyl (o g€ Jary ald i ol 8 alal) Ukl (asead,
(CNIL)assdll cilally cilagleall Laglyi€al Lkl Zialll caasd 3By il
LU ase doadd clly JSa o dasdl (e dalal) iladl) o e

J bl dlead dalad)

! _ Florence Chafiol. op cit n° 2
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n° 2016-05.

3 - Commission Nationale de I’Informatique et des Libertés (06 November
2018) Blockchain and the GDPR: Solutions for a responsible use of the
blockchain in the context of personal data.
https://www.cnil.fr/en/blockchain-and-gdpr-solutions- responsible-use-
blockchain-context-personal-data
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2 - Michele Fink, op cit p.28.
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* . Commission Nationale de I'lnformatique et des Libertés (29 October
2018) Blockchain et RGPD : Solutions pour un usage responsable de la
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