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Procedural rules for extracting digital
forensic evidence
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Summary

Our present era, which is witnessing a huge information
revolution, where sciences and discoveries race to appear every
morning, declaring a strong and intense competition in this field,
at the beginning of the mother The Internet appeared with limited
uses, but it expanded and spread rapidly and in record time, and
its users became AIll age groups and at different levels of
education¢ Thus, the closed doors were opened and the alarm was
sounded, as this network remained unguarded and without
restrictions or limits to deter bad actions that always come from
humans. This is why and as an inevitable result of any new
technical progress, it has led to the emergence of so-called
electronic crimes, which have come to alert societies to their
great danger.

As its scope expanded and its professionals appeared to steal,
plunder and vandalize, which led societies to acknowledge the
necessity of taking a strict stance towards them and quickly
resorting to finding solutions. The essence of which was to know
what electronic crime is, its purpose, its forms, how to prevent it
and who is responsible for it, because the first step of treatment is
knowing the disease, and therefore the importance of M
Knowledge of electronic crimes

There is no doubt that these crimes changed the way research and
investigation agencies work, and forced them to deal with an
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unusual crime scene occurring in a virtual world and in a
technical environment that requires skills and capabilities And
special technologies may not be available to most of these
devices, which also forced them to allocate specialized teams
composed of The field of information technology and monitoring
to combat these crimes. On the procedural level, the traditional
procedures of inspection, inspection, listening to witnesses, and
assigning experts constitute the basis of the work of the
investigation and investigation agencies with the aim of
obtaining criminal evidence, to confirm the crime, and to arrest
the crime Capturing them and bringing them to trial.
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(I)Meunier (C) La loi du 28 Nov. 2000 relative a la criminalite
informatique", Rev. Dr. pen. Crim. 2002,P.682 et 683.

(2) Robert Taylor: Computer Crime, 'in Criminal investigation" edited by
Charles Swanson, N. Chamelin and L. Territto, Hill inc. 5th edition,
1992,P.1.

(3) Meunier (c),'La Loi du 28 novembre 2000 relative a la criminalité
informatique’,Rev. Dr. Pen. Crim., Paris, 2002, P.611.
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(2) Loi n 2001-1062 du 15 novembre 2001 relative a la sécurité
quotidienne, qui a été par la suite modifiée et complétée par plusieurs
lois successives: la loi n 2002-307 du 4 mars 2002 complétant la loi
n 2000- 516 du 15 juin 2000 renforgant la protection de la
présomption d'innocence et les droits des victimes, la loi n 2002-1138
du 9 septembre 2002 d'orientation et de programmation pour la justice,
la loi n 2004 — 204 du 9 mars 2004 portant adaptation de la justice
aux evolution de la criminalité et enfin la loi n 2009-526 du 12 mai
2009 de simplification et de clarification du droit et d'allegement des
procedures.

(3) Anais DANET. La présence en droit processuel, op. citt 213 p 180.
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(1) Ibid., op. cit $ 213 p 180, voir également Laurence Dumoulin, Christian
Licoppe, La visioconférence comme mode de comparution des
personnes détenues, op. cit p 289.

(2) Anais DANET, op. cit § 213 p 180.
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